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*Please note, once the Spam Filtering Feature had been deleted/removed, all emails will be
send to the destinate email address instead of the Spam Email Account.
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Getting emails from Spam Email

1.0pen your Internet Explorer (Mozilla Fire Fox, Safari, etc.)

2. In the address bar, type in www.<your domain name>/webmail
Eg. www.myowndomainname.com/webmail

;":," Mew Tab - Windows Internet Explorer

—,

I’g, iy myowhdamainhame. cormwebmai

File Edit ‘iew Favoites Tools Help

3. Follow after will be a pop up as shown below
Eg.

Authentication Hequired x|

6 A uzername and pazsward are being requested by kittp: /A, myowsyndamainname .cotn: 2095,
The zite zaps: "wWebkail"

Uszer Mame: I |

Pazsword: I

Ok I Cancel

4. The means of the pop out window is to request your “User Name” and “Password”.
The username column will be your spam email address (spam@<your domain name>
and password will be default <q1w2e3r4t5>, unless you have changed it.

Eg.
Authentication Required
& uzername and pazsword are being requested by hitp:Aae, myowendomainname.com: 2035,
The zite zaps: ""wWebbdal'

lzer Hame: I spatmiEmy o ndomaEinname corm

PaSSWDrd: LE R RN NN NNN)

k. I Cancel
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5.0nce that is done, the web page will load into the following screen. Please click on the
“‘Read Mail Using SquirrelMail” icon.
*Please note that the background colors will differ from each user.
Eg.

| HOME || CUSTOMER SUPPORT | Trademarks | LOGOUT

n You are logged in as spam@myoewndomain.com
E-Mail Disk Usage 10 ME
E-mail Disk Guot: 100 MB irrelMail
mail Disk Quota ! hOl'de ). mounD SquirelMail
Incorning Mail mail. nyewndomain.com ' Sl 1]
Qutgaing Mail mail.myowndomain.com Read Mail Using Horde Read Mail Using RoundCube Read Mail Using SquirrelMail
port 26 [Enable Autoload ] [ Enable AutoLoad ] [Enable Autolosd ]

Change Email Password E-mail Forwarders Auto-Responders Configure Mail Client
BoxTrapper Spam Trap E-mnail Address Trace Account Level Filtering

6. After you click on the icon, the page will load into your account and the Spams
mails will be show in a list form. From there on, you can forward the emails that
you wanted to your email account.

*Please note that the background colors will differ

Eg.

Folders Current Folder: INBOX Sign Out
Last Refresh; Compose  Addresses Folders Options Search Help Souirreltail
Tue, 3119 pm
(C?‘;eck mail

Move Selected To: Transform Selected Messages:

- INBOX INBC= 'I Movel Forward Fead | Unread | Delete

Drafts Thread Yiew
Sent
Trash From & Date @ Subject @

THIS FOLDER IS EMPTY
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In order to Forward the wanted emails into your account, just click on the message
itself. After that, just click on the “Forward” to send the email to your desired email

address.

Current Folder: INBOX Sign Out
Compose Addresses Folders Ophions Search Help Squirrelhfadl

Mlessaze List | Delete Prevrious | Hext Forward | Forfrard as Attach t | Reply | Beply A1

Subject: falure notice
From: MATLER-DAEMON@gateway 16 websitewelcome. com
Date: Thu, April 16, 2009 12:05 pm
To: myowndomainname@myowndomainname.com
Priority: Normal
Options: Wiew Full Header | View Printable Version | Download this as a file

8. Click sign out at top right page once not in use to log out.
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Adding customers' domain name into whitelist

A)

ANS :

B)

ANS :

What does it mean by adding domain name into whitelist?

By adding your customers' domain name into the whitelist, it means that whoever in
the domain who email you, the emails will be directed to your own account “Inbox”
instead of ending up in your “Spam” email account folders.

For example, when you add the domain name “myowndomainname.com” into your
white_list, all those whose email address look like “*********@myowndomainname.com’
will enter into your “Inbox” rather than the “Spam” email account folders.

How do | get the domain name of the customers that | want to add
into my whitelist?

To get the domain name from the customers, you can refer to his email address

eg. myowndomainname@myowndomainname.com
A A A A

This will be the domain name that you need to add into your whitelist (in red)

The domain name (in red), is from the customers' email address.
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Adding customers' domain name into whitelist

1. Open your Internet Explorer (Mozilla Fire Fox, Safari, etc.)

2. In the address bar, type in www.<your domain name>/cpanel
Eg. www.myowndomainname.com/webmail
/2 cPanel® 11 - Windows Intenet Explorer
@A |- Ié' i, Myawndomainname. com/cpanel j Al RS
File Edt ‘iew Favorites Tools  Help
3. Follow after will be a pop up as shown below
Eg.
Authentication Required I
6 & uzermame and paszword are being requested by http: /¢ myowndomainname.com (2082, The
zite zanz: "'cPanel”
Uzer Mame: I |
Paszword: I
| ak I Cancel
4. The means of the pop out window is to request your “User Name” and “Password”.

The username and password will be send to you by lworld Hosting Team. Please key it
in and click the “OK” button.

Eg. User Name : myowndomainname, Password : <default, unless you have changed
it>

£

Authentication Required

& uzername and pagsward are being requested by httpd myowndomsinname.com (2082 The
zite zayz: "cPanel'

Uzer Mame: I myowndomainname

Pazzwiord: Iiitiiiiil‘i

| ] I Cancel
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5. After which, the page will load into the Home Page of your web hosting Control Panel

Eg.

TOMER 5UPPDRT| HELP | LOGO|

IWorld Serv

Last lagin from: 111.222.333.444
welcome to cPanel, myowndomainname
Authorized Use Only.

LATEST NEWS
All News

Your contact email address: sip_hosting@iworldsves.net
Please keep this information up to date.

General account information ¥ Preferences

]

myowndon

Dormain Name

Hosting Package

@
el
°

Changs Password

Update Contact Infa

Change Style

Change Look and Feel

Disk Usage 6.42/500 MB
= o e e @ [
o
Bandwidth 4.07 /2500.00 MB . ) .
Language Getting Started Wizard access cPanel Shortouts Video Tutorials

o e o o )

Subdomains 0/5

User-Feature Manager

General server information ¥
Email Management Tools

Server Hame

WWW Directary
1} [ i blic_itml

&

webrnail Manager Default E-mail account

add / Remove E-mail account(s)

Root Directory  home/myowndom:

Language: | English

€

Irnpoart E-rmail E-rnail Address Trace

Accounts/Formarders

®
©

BoxTrapper Spam Trap

| WORLD
"l sERVICES

Tel: +65 6100 3101
Email: custservice@iworldsves.net

M Entry Maintenance

Ma

19,

n; Lists

User Lewel Filtering

Account Level Filtering Ernail Authentication

6. Firstly, click on the “SpamAssassin” icon under “Email Management Tools”.

Eg.

SpamAssassin

7. Scroll down to the bottom of the page and click on the icon “Configure SpamAssassin”

Spam Auto Delete is Disabled
“fou can automatically delete messages marked as spam, First set the number of hits required before mail is considered spam.

[P
SpamAssassin

M Entry Maintenance
BoxTrapper Spam Trap
User Level Filtering

(Mote: 5 is the default setting, The higher the number, the more conservative the setting.)

Score | S

Auto-Delete Spam

Account Level Filtering

Ernail Authentication

You may also disable auto-deletion of spamm.
Domains
Databases Disable Auto-Delete Spam

Security
Software Spam Box
SpamBox will deliver any emails identified as spam by SpamaAssassin into a separate mail folder named "spam”, This "spam® folder will fill up and should be emptied

Advanced Tools

regularly,

Spam Box is currently Disabled.

Ensble Spam Baox

| WORLD
—dl seErRviIcESs

Tel: +65 6100 3101
Email: custservice@sworldsves.net

Claar Sparn Bosx

SpamaAssassin™ Gonfiguration
different settings for Sparm Assassin.

IWorld Services (Singapore) Pte
Ltd

Configure SpamAssassin

Please note that SpamAssassin is not configured for rewrites, You should check the -Spam-Bar header for the spam bar fin your filter, or for simplicity, you can alsa check

the ®-Spam-Status header for Yes or Ho,

[ Go Back ]
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8.

9.

10.

It will load into a page like below, look under the “whitelist” section, and add the desired
domain name of your customers

eg.

would be suitable for a sin‘gle—user setup, but if you're an ISP installing Spamdssassin, y-ou should probably set the default to be moré'conservétive, fike 2.0 or 10.0

required_score IS

Used to specify addresses which send mail that is often tagged {incorrectly) as spam; it also helps if they are addresses of big companies with lots of lawyers, This
way, if sparmmers impersonate them, they'll get into big trouble, so it doesn't provide a shaortout around SparmAssassin, Whitelist and blacklist addresses are now

e g patterns, so frlend@sumewhere com, *@isp.com, or *.domain.net will all work, Specifically, * and ? are allowed, but all other metacharacters are not,
Mysions are not used for security reasons.

whitelist_from

I*@iwor\dsv:s.net
I*@mVUWndUmainname

addresses which send mail that is often tagged {incorrectly) as non-spam, but which the user doesn't want. Same format as whitelist_from.

blacklist_from I
blacklist_from I

hlarblict funm T

whitelist_from

whitelist_from

whitelist_from

whitelist_from

whitelist_from

*Example of customers' email address : sales@yourcustomers.com.sg
The domain name that you need to add in is in red.
Upon knowing your customers domain name, type in “ *@ ~ before the domain name.
The words that you need to type in will be like “ *@yourcustomers.com.sg ”

Used to specify addresses which send mail that is often tagged (incorrectly) as spam; it also helps if they are addresses of big companies with lots of lawyers, This
way, if spammers impersonate them, they'll get into big trouble, so it doesn't provide a shorteut around SpamAssassin. Whitelist and blacklist addresses are now

file-glob-style patterns, so friend@somewhere.com, *@isp.com, ar *.domain.net will all work. Specifically, * and ? are allowed, but all other metacharacters are not.

Regular expressions are not used for security reasons,

whitelist_from I*@iwnrldsvns.net

whitelist_from @ myowndomainname

whitelist_from |*@yuurcustumers.cum.

whitelist_from

whitelist_from I
whitelist_from I

Used to specify addresses which send mail that is often tagged {incorrectly} as non-spam, but which the user doesn't want. Same format as whitelist_from.

blacklist_from I
blacklist_from I

hlarklict feam I

Remember to click the save button at the bottom of the page.

You are done! You have successfully enter your customers' domain name in
the whitelist! From now onwards, your customers' emails will be
automatically be directed to your “Inbox” and not your “Spam” email
account!
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11.  Click “LOGOUT” at the top right hand corner of the page to exit your cpanel
eg.

—‘ e |
RSUPPDRT| HELF"| LOGOUT

THE END.
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